Adversary Archetype

Technical Capabilities

They hire people with technical expertise
to investigate the digital profiles of
environmental activists. They use fake
profiles on social networks to attack
them. They have done these practices in
other countries so they know how to
develop them.

It is @ mining company, with branches in
the country, but it is a foreign company, a
multinational, that exploits mineral
resources.

They have national employees and a
company with a structure in the country.

Favored Means of Attack

Basic phishing and spoofing through
fake accounts.

Bullying through fake accounts.
Attempts to hack pages, emails and
social networks.

Reports of content in social networks.
Intimidating calls, messages and visits.

They are environmental defenders in the
areas where they work.

They are also journalists and environmental
organizations that expose the work being
done by the mining company.

Resources

They have financial resources that they use to
hire specialists to attack people who affect
the integrity of activists. They also use legal
actions, when working together with the
government. They use intimidation by hiring
people to make physical threats to those who
affect the company's work.

La motivacion es econdmica. El tipo de
denuncias que realizan los activistas
ecologistas impiden que hagan su trabajo.
Ponen acciones judiciales que detienen su
trabajo y actividad econdmica.

The way in which this type of attacker has
been stopped is to document all the
practices they have against the law, to
make them public. Denounce through
social networks.

It is unknown what kind of infrastructure
they use.

The adversary tries to stop the actions of
activists, journalists, environmental and
human rights defenders.

In addition, they try to obtain all the
information that could affect their work.
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